T s SECURE REMOTE ACCESS

SAASPASS 2FA Integration with TSplus

e SAASPASS

SAASPASS, the Leader of Multi-Factor Authentication, teams up with TSplus to provide highly
secured remote connections.

The SAASPASS-TSplus integration is a quick and straightforward process. Before you start,
please make sure that your server is accessible from out of your network. If your server cannot
be accessed by SAASPASS you will not be able to use Scan Barcode, Proximity Login and One-
Time Password to log in.

The SAASPASS-TSplus integration can be done by following these steps (These instructions
may be different on some Windows Server versions.

Prerequisites

Make sure you meet the pre-requisites before continuing the integration:
» Installed the latest version of TSplus.
Installed the SAASPASS mobile application or Desktop client.
Company registration for SAASPASS from the admin portal at www.saaspass.com.

Reachable server from SAASPASS for Login options as Scan Barcode and Proximity.
SAASPASS is reachable from the server.
Installed IS with the following modules: CGl, ISAPI Extensions and ISAPI Filters.

YV V V V

= Add Roles and Features Wizard \;li-

P DESTINATION SERVER
ct server roles WIN-UDFI3SVSGKe

Sele

P ET Select one or more roles to install on the selected server.

Installation Type Roles Description

~|i  Application Development provides
infrastructure for developing and hosting
Web applications. Use these features to
create Web content or extend the
functionality of IIS. These technologies
typically provide a way to perform dynamic
operations that result in the creation of
HTML output, which lIS then sends to fulfill
client requests.

| .NET Extensibility 4.5 {Insta
] Application Initialization
[ asp

| ASP.NET 3.5 (Installed

v
V| CG
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v

» WebSocket Protocol and ASP.NET 4.5 installed on the server.
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TS

STEP 1

Download SAASPASS-TSplus plugin archive from here and extract the content into

SECURE REMOTE ACCESS
- —

-
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C://inetpub/wwwwroot/SAASPASS-TSPlus:

» Give full permission to the group "Everyone" in the directory "C:\inetpub\wwwroot".

STEP 2

Open 1IS Manager, right-click on Sites and then click on Add Web Site. Fill the from with
appropriate data, where the Physical Path will point to the extracted content of the archive.

[=T= |

LA AL wwwroot
Home Share View - @
I(-:‘ - 1 | b ThisPC » Local Disk (C:) » inetpub b wwwroot » v & | | Search wwwroot pel ‘
4 Desktop Mame - Date modified Type Size
I & Administrator . aspnet_client File folder
4% This PC | cgi-bin File folder
I Desktop . downloads File folder
I | Decuments . printy File folder
I & Downloads . prints File folder
B Music . RemoteAppClient File folder
I | & Pictures . SAASPASS-TSPlus File folder
I | @ Videos . software File folder
DL_J','J Floppy Disk Drive () . templates File folder
3 a Local Disk (C:) . var File folder
b &% DVD Drive (D:) SPARK2LI (B 1is-85 PMG image 93 KB
I 4 Libraries |= lisstart HTM File TKE
3 @ Control Panel =) index HTML File 15 KB
& Recycle Bin || index.html.bak BAK File 15KB
= index_applications HTML File 5KB
| index_applications.html.bak BAK File 5KB
|= index-backup HTML File 15KB

17items 1 item selected

State: 28 Shared

H=

Add Website [ |
Site name:
|5AA5PA55—T5p|us \ |SAASPASS—TSp\u; | Select...
Content Directory
Bhysical path:
| Chinetpub\wwwroot SAASPASS-TSPlus | D
Pass-through authentication
| Connect as... ‘ | Test Settings...
Binding
Type: P address: Port:
|http v‘ ‘AH Unassigned v| ‘81 |
Host name:
Example: www.contoso.com or marketing.contoso.com
Start Website immediately
oK | | Cancel

Don’t forget to specify the http port to 81.
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STEP 3

You will have to add the TSplus cgi-bin virtual directory - located under the path C:\Program
Files (x86)\TSplus\Clients\wwww\cgi-bin - as an application into your newly created website:

@ » WIN-URFCTRSQGDF » Sites » SAASPASS-TSplus »

File View Help

0 SAASPASS-TSplus Home
. ?ﬂ Start Page . -
H Filter: * "V Go ~ \ggShow All | Group by:
A--qﬂ WIN-URFCTRSQGDF (WIN-URF - & I P by:
----- @ Application Pools ASP.NET
48] Sites ;gjs ‘g’ﬁ [
I @ Default website A4 =
4 [-_0 SAASPASS-TSplus MET MET .NET Error Pages MET
- Authorizati.. Compilation Globalization
b bin
b ess r= 9 E ﬁ
-] downloads = 3-1
b fonts Application Connection Machine Key Pages and
b images Settings Strings Controls
b s s
) Explore ;‘é @ EE& ceI
Edit Permissions... RSP Authentication  Authorization Cal
= Rules
|§ Add Application... |
. T
] Add Virtual Directory... = E‘E
Edit Bindings... Request Handler HTTP Redirect HTTP Respons|
ng Rules Mappings Headers
Manage Website 4 o o, )
1= <l o=
@ Refresh =il Fdl = %
*  Remove pdules Output Caching Request Filtering 551 Settings
& Install Application From Gallery

agement

Rename :| Q
2 Switch to Content View =

| 5 rnuratinn  Weh Platform

<] T [ > | [ Features View |I:2 Content View

Ready

Site name:  SAASPASS-TSplus
Path: !

Alias: Application pool:
|cgi-bi l | |SAASPASS-TSpIus

Example: sales

Physical path:
|C:\Program Files (xBEM\TSplush\Clients\wwwhcgi-bin

Pass-through authentication

| Connect as... | | Test Settings...

["] Enable Preload
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Then, double-click on the "Handler Mappings" icon for this folder on the right side of the
Manager window:

m ‘ P » WIN-URFCTRSQGDF » Sites » SAASPASS-TSplus » cgi-bin »
File View Help
/cgi-bin Home
ilter: - ¥ - :
492 WIN-URFCTRSQGDF (WIN-URE Filter: Go - g Show All | Group by Area
2} Application Pools ASP.INET A
a-[8] Sites = & Ire
E @ Default website . 5 \.@ Q rrflE‘ = \/ =
Fl @ SAASPASS-TSplus NET MNET .NET Error Pages NET .NET Profile .MET Roles MET Trust {NET Users
b7 bin Authorizati... Compilation Globalization
b ess 2 - i >,
b__:l downloads “ﬁﬁq ﬁ lﬁ %
b+ fonts Application Connection Machine Key Pages and Providers Session Stete  SMTP E-mail
b -[] images Settings Strings Controls
b '.-j» B s -~
I -[2¥ cgi-bin n J— =
B B g o
Authentication  Autherization Cal Compression Default Directory Error Pages =
Rules Document Browsing
wishy| oy, 4 uﬂ
tH % . &
Failed Request Handler HTTP Redirect HTTP Respense P Address and Legging MIME Types Modules
Tracing Rules Mappings Headers Domain Rest...
= =5 §
Output Caching Request Filtering 551 Settings
Management ~
v
< m > [E] Features View i = Content View
. . . m . . . n,
Now, right-click on CGl-exe and click on "Edit Feature Permissions":
Handler Mappings
Q-8 @ pping
5
q‘i Start Page Use this feature to specify the resources, such as DLLs and managed code, that handle responses for specific request types,
Fl --qj WIN-URFCTRSQGDF (WIN-URF
23 Application Pools Group by: State 2
| Sites MName - Path State Path Type Handler Entry Type
3 @ Default website Dicabled
“ @ ;‘A:PASS_TSPIUE E CGl-exe *EXE Disabled Y - Inherited i
in
b ISAPI-dll il Disabled e Inherited
bl ess Crabled Add Script Map...
I+ - | downloads nable:
[ Add Wildcard Script Map...
[~ fonts ASPClassic *.asp Enabled testle Rl Inherited
P:I images aspg-Integrated-4.0 *.aspq Enabled Add Module Mapping... ttpForbiddenH...  Inherited
b s acpq-ISAPI-4.0_ 32bit *aspq Enabled Edit... Inherited
D--Q T aspi-I5API-4.0_64bit *.aspq Enabled K Remove Inherited
AssemblyResourceloader-Inte.. WebResource.axd Enabled | L i D e gndlers.Assem...  Inherited
AssemblyResourceloader-Inte..  WebResource.axd Enabled andlers.Assem..  Inherited
Revert To Parent
AXD-ISAPI-2.0 *axd Enabled Inherited
o e View Ordered List... reme
AXD-ISAPI-2.0-B4 *.axd Enabled Inherited
AXD-ISAPI-4.0_32bit *axd Enabled |@ Help Inherited
AXD-ISAPI-4.0_64bit *axd Enabled Unspecified IsapiMedule Inherited
cshtm-Integrated-4.0 *.cshtm Enabled Unspecified System.Web.HttpForbiddenH...  Inherited
cshtm-ISAPI-4.0_32bit *.cshtm Enabled Unspecified lsapiMedule Inherited
cshtm-I5AP[-4.0_64bit *.cshtm Enabled Unspecified lsapiModule Inherited
cshtml-Integrated-4.0 *.cshtml Enabled Unspecified System.Web.HttpForbiddenH...  Inherited
cshtml-ISAPI-4.0_32bit *.cshtml Enabled Unspecified IsapiModule Inherited
cshtml-ISAPI-4.0_64bit *.cshtml Enabled Unspecified IsapiMedule Inherited
ExtensionlessUrlHandler-Integr... =, Enabled Unspecified System.Web.Handlers. Transfe...  Inherited
ExtensionlessUrlHandler-1SAPL.  *. Enabled Unspecified IsapiMedule Inherited
0 , * Content View
Configuration: 'SAASPASS-TSplus/cgi-bin' web.config
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Check the "Execute" checkbox and click OK:

Permissions:

[v| Read

[ Seript

STEP 4

Configure CGI extension permission

Then, allow the CGI extension to run on the server. Click on the "ISAPI and CGI Restrictions"
icon. This can be found by clicking on the machine name in the menu on the left side of the
window:

“E

€3 » WIN-URFCTRSQGDF »
©0
Eile View Help
@ |2 |8 % WIN-URFCTRSQGDF Home
- ﬂ'ﬁ Start Page ]
; Filter: * W Go - \gmpShow All |G 3
493 WIN-URFCTRSQGDF (WIN-URF . ¥ Go - (g Show All | Group by: E
..[Z} Application Pools 5 _ _ ey
4 -[@| Sites & & @ n
b D Default Web Site 0= 9
‘a SAASPASS-TSPlus ASP Authentication  Compression Default
[-> Bl bin Document
b cgi-bin = % =
b ess =0 2
[}I'_"—'I downloads Directory Error Pages Failed Request Handler
Dlj fonts Browsing Tracing Rules Mappings
b.ﬁ images 1y, :-.?_T—-' - ?L ]
2 -] prints HTTP Redirect HTTP Response  |P Address and | ISAPI and CGI
b~ | RemoteAppClient Headers Dornain Rest... Restrictions
Dlj software . 5-7 ) ,
B[] ternplates % ﬁ ﬁg =
b [ var ISAP| Filters Logging MIME Types Modules

On the "ISAPI and CGI Restrictions" page, click "Add ..." on the right side of the window. Now
specify the full path to the "hb.exe" file hosted in the TSplus folder.
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TSPLUS

Be sure to check the "Allow extension path to execute" option, as lllustrate the following

screenshots:
Add ISAPI or CGI Restriction |L-

[SAPI or CGI path:
|C:\Pru:ugram Files (x861\T5plus\Clients\wwwhcgi-bin\hb.exe |

Description:

|CG| \

Allow extension path to execute

0K | | Cancel |

@) 1SAPI and CGl Restrictions
Use this feature to specify the ISAP] and CGI extensions that can run on the Web server.
Group by: Mo Grouping w2
Descripfion Restriction Path
Active Server P...  Allowed Fawindirdd\system3inetsnAasp.dll
ASP.MET wv2.0.5... Allowed Fowindir?a\Microsoft. NET\Frameworked\v2.0.5072 "\aspnet_isapi.dll
ASP.MET v2.0.5.. Allowed Fawindir¥e\Microsoft. NET\Framework\w2.0.53072 Maspnet_isapi.dll
ASP.MET v4.03... Allowed Fowindir¥e\Microsoft. NET\Framework\wv4.0.3031%aspnet_isapi.dll
ASP.MET v4.0.3... Allowed Sewindir¥e\ Microsoft. NET'\ Frameworkf4'w4.0.3031%aspnet_isapi.dll
I CGl Allowed C:\Program Files (x86)\TSplus'\ Clients'wwwhcgi-bin'hb.exe I
STEP 5
Add Mime types in IIS

Double-click on the Mime Types icon:

Filter: ~ " Go - (g ShowAll | Group by: Area - 5~
¢ )
._‘Eg;n & =
Providers Session State SMTP E-mail
s ~
c R 5 o@
ASP Authentication  Authorization CGl Compression Default
Rules Docurment
— Y = iy 2y,
S i&g Qz_ﬂ dg
Directory Error Pages Failed Request Handler HTTP Redirect HTTP Response
Browsing Tracing Rules Mappings Headers
K I — -t " " o
j'g.;' % % ; = <‘-E$H i" =
IP Address and ISAPI Filters Legging MIMETypes Modules Output Caching
Domain Rest...

£ g

Request Filtering 550 Settings
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And verify that the “.” and “.dat” extensions appear with a text/plain MIME type:

@ MIME Types
Lse this feature to manage the list of file name extensions and asscciated content types that are served as
static files by the Web server,
Group by: Me Grouping -
Extension MIME Type Entry Type ~
Jsx text/jscript Inherited
E. text/plain Inherited |
5 text/plain Inherited
bas text/plain Inherited
. text/plain Inherited
«cnf text/plain Inherited
LCpp text/plain Inherited
| .dat text/plain Inherited |
h text/plain Inherited
map text/plain Inherited
tut text/plain Inherited
NS text/plain Inherited
dr text/plain Inherited
dat text/plain Inherited

Otherwise, add them by opening a command prompt as an administrator and run the
following commands:

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent
/+[fileExtension=".dat',mimeType="text/plain']

%SystemRoot%\system32\inetsrv\appcmd set config /section:staticContent
/+[fileExtension=".",mimeType="text/plain']

Then restart IIS.

STEP 6

Once you set up the SAASPASS-TSplus plugin to run under IIS, now we need to change TSplus
to use IS Server instead of the built-in server:

e Open the TSplus Administrator Tool and click on the Manage Web Servers tile under
the Web Tab.

e Select Use a different HTTP Web server

e Then, change the Web server root path to point to ISS SAASPASS-TSplus.
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e Save the changes, the AdminTool will restart.

Default HTTF web server
A builtin HTTP Web Server iz provided with TSplus
However, you can use a different one {II5 or Apache for example).

() Use the buittin HTTP web server

(®) |se a different HTTP web server

When using 15 or Apache, ts HTTF port number must be set to 81.
(Tunneling forwards this 81 port into the public HTTF port 80)

Change the Web Server root path

fou can change the Web Server default root path.
The cumert Web Server root path is:
C:hinetpubswwwroot

Select a new Web Server root path

After clicking on "Save’, the new Web Server root path will be:
C:inetpubwnawroot  SAASPASS-TSPIus

Web servers options

Change the HTTP/HTTPS port numbers
Will not chanae 115 or Apache port settings

HTTP:
HTTPS 243 |

Save and Restart Admin Tool

Your web root path is now:
Chinetpubwwwrooth SAASPASS-TSPlus
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STEP 7

On the SAASPASS Portal, when switched to Company mode, you can add users on the Groups
& Users tile and TSplus on the Company Applications tile:

SAASPASS USER MODE & ] [ & JWTS - ] [Ev]

‘ JWTS / Administration
sugpurt@saaspass,com

Administration FAQ

-

Company Applications Groups & Users
Add, integrate, setup & manage your enterprise Add & manage users, user accounts, groups & Active
applications Directory

_

&« c | & SAASPASS, Inc [US] | https://www.saaspass.com/sd/#/admin/company/3741430868181541849/applicatio... 1'.‘(| ('\,

(A)SAASPASS [wserwon: @] [@ wrs ) =+

“' WTS / Applications

support@saaspass.com

Applications FAQ

tsplus ‘

€ nForMATION

TSPLUS
o J§ o0
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A SAASPASS x

&« c | @ SAASPASS, Inc. [US] | https://www.saaspass.com/sd/#/admin/company/3741430868181541849/application ﬁ| @A)

@SAASPASS [USERMODE S] [GJWTS '] [E']

M ws Applications

et

USERS /

STATUS ACTIONS

GROUPS

Tsplus TS_ TSplus 171 Runnin,
P oLus 1oP! 8

You can see that the application is running and one user or group is connected.

STEP 8

Once everythingis in place, open IIS Manager and go to Application Settings for the SAASPASS-
TSplus site.

o Application Settings

Use this feature to store name and value pairs that managed code applications can use at runtime.

Group by: Mo Grouping =

MName - Value Entry Type
APP_KEY YOUR_APP_KEY Local
APP_PASSWORD YOUR_APP_PASSWORD Local
APPLICATION_MAME Your_spplication_name Local
COMPANY_MNAME Your_company_name Local
DEFAULT_DOMAIN YOUR_DOMAIN Local
I5_DOMAIN_EXISTS True Local
PAGE_TITLE Wour_page_title Local
SAASPASS https://www.saaspass.com Local
ValidationSettings:UnobtrusivelalidationMode Mane Local

Enter the correct values for your application API_KEY and API_PASSWORD, which you can get
from APP KEY & PASSWORD on the SAASPASS Admin Portal when you are managing your
Application.
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STEP 9

Under the TSplus application on the SAASPASS Admin Portal, open Application Settings and
enter your desired IP Filter, as well as the TSplus URL, with your domain name, for example:

APPLICATION SETTINGS

APPLICATION NAME APPLICATION STATUS
T5plus Immediately start running
IP FILTER*
0.0.0.0/0

* Enter 0.0.0.0/0 if all IPs requesting should be valid

APPLICATION TYPE
Tsplus

SERVICES
One-Time Password

Scan Barcode Login Proximity Login

INSTANT LOGIN POST URL

http:/fterminalserviceplus.ddns.net/LoginPostUrl.aspx

o 3 8 =3

STEP 10

To add the RemoteApp or the Load Balancing options under TSplus to configure it please see
this documentation page. For SSL setup instructions please refer to this documentation.
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STEP 11

Open the TSplus AdminTool and navigate to Security -> Advanced Security.
Enable 'Deny access from Microsoft RDP client' and 'Encrypts end-to-end communications'.
Save the changes. Restart TSplus.

Tl Server advanced security options\;li-

Microsoft RDF Client Restrictions

Deny access from Microsoft RDP client
[] Deny access from Ovutside {onty LAM)

[] Firewall sessions using user PC names

[] Limit access to the members of Remote Desktop Lsers
{Encrypts end-to-end communications

[] Black allincoming access to this server

[] Disable UAC and enhance Windows access

Allow Windows Key

Web Portal Access Restrictions

(®) No Restriction

(2) Web Portal Access is mandatory for everyone

() Web Portal is mandatory, except for Admins

[] Prohibit the Web Portal for Admins accounts

You are all set, now you can login to TSplus with SAASPASS:

'A Page Tite
= C | @ Non sécurisé | terminalserviceplus ddns.net
SAASPASS
LOGIN TO TSPLUS JWTS
SCAN MANUAL

USERNAME

Laura

COMPUTER PASSWORD

ONE-TIME PASSWORD
507655

PREFERENCE

—
CONNECT

© 2016 SAASPASS Contact
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