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In this digital age, a web malware is dominating. There are no “hacker-proof” websites and cyber criminals 
continuously launching automated and targeted attacks to penetrate websites and use them for illegal 
purposes. The online threat landscape continuously evolves as more sophisticated and complex web 
malware gets in. Hard to detect, modern malware infects consumers as well as enterprise users when they 
just browse a website.  
 

THREATSIGN! 
Website Anti-Malware 

Real-time, Easy, Fast and Effective! No software to install or maintain! Any website size and 
complexity! 

 

Detect

Fix

Monitor

https://quttera.com/
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Industry Leading Web Threats Detection & Removal Solution for Websites 

THREATSIGN! is a Website Anti-Malware Scanner which detects malicious and suspicious activity on a website. 
The THREATSIGN! product provides real-time website malware monitoring, scanning and instant notifications that 
allow a customer to act quickly upon active threat detection.  
 
The product doesn't require an installation. The setup is quick, simple and straightforward. Once registration is 
completed, a customer can access an account via a dashboard. The dashboard is the product web UI interface that 
allows a client to perform periodic scans, customize monitoring settings such as report notification, initiate a re-scan 
request, view scan reports, contact support team and more.  
 
Every time THREATSIGN!   scans a website, it performs in-depth analysis of the content file by file. When the scan 
is finished, the comprehensive malware report is generated with code snippets of the detected threat. It also checks 
the domain on the search engines blacklists and phishing databases. 
 

 
 

Unique and patented technology ensures more threats are detected 

THREATSIGN!  incorporates multi-layered threat analysis methods and operates on scanned objects efficiently 
detecting possible online attacks. Powered by Quttera's Malicious Content Detection engine and heuristic 
technology THREATSIGN!  is continuously enhanced with the Security Intelligence harvested from automated 
scanning of hundreds of thousands of websites and URLs worldwide.  
 
Self-learning and non-signature based mechanisms incorporated into the core of the Quttera’s technology enable 
identification of the unknown (0-day) malware while improving the detection quality and precision of the scanner to 
lower the false-positives. THREATSIGN!  gives you excellent detection capabilities preventing your customers and 
your business from being infected by malware.  
 
 
 
 

Monitor

• External Scan -
Domain/URL malware 
scanning

• Internal scan – server 
internals

• Blacklisting check (parent & 
reference)

• Scheduled scan job

• On-demand scan job

• Add files to Whitelist

• Add redirects to Whitelist

• Web user dashboard UI

• Trust Seal for websites

Detect

• CMS platform independent

• Hosting independent

• Professional & 
comprehensive scan 
reports

• Email reports (HTML + PDF)

• Threat Intelligence –
connected with  database 
of millions of websites 
scanned globally

• Large landscape of 
detected threats: re-
directs, SEO injection, 
Spam, Defacements, 
JavaScript malware, drive 
by-download, XSS and 
many more.. 

Fix

• Malware Removal Requests 
directly from the user 
dashboard UI

• Seasoned malware analysts 
dedicated to each case

• Proprietary internal tools to 
remove malware code and 
maximally preserve 
affected content

• Remote mode - FTP / SSH 
connection, no need in 
physical access

https://quttera.com/
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Business Value 

Alert your customers  

THREAT SIGN!   monitors your customers’ sites to keep 
them safe with a minimal footprint memory on your 
environment.  

Reduce the incident response costs 

Gain edge on hackers with our malware researchers’ 
extensive experience with detecting and removing malware 
as well as a hack from an infected websites and servers. 
Quttera's THREATSIGN! product provides tools, scanning 
and monitoring solutions to detect as well as remove 
malware/hack from Websites, Servers, VPS's, Shared 
Hosting, Cloud Hosting, Cluster Hosting and Managed 
Hosting.   

Easy and Straightforward Remediation process 
(Malware and Black List Removal) 

With a click, you have one of Quttera’s seasoned malware 
experts assigned to an incident, cleaning the site from 
malware and removing it from all major authorities’ 
blacklists such as Google, Bing, Yahoo or other malware 
listing authorities such as Norton, PhishTank, etc. Our 
dedicated malware research labs facilitate and design all 
required tools to speed-up malware removal process and 
improve the clean-up quality. 
 
During our remediation process we clean and remediate 
Cross Site Scripting (XSS) injections, Obfuscated JavaScipt 
Injections, Code injection, Malicious iFrames & Redirects, 
Drive-by-Downloads, Trojans, Backdoors, SQL-injection, 
SPAM content, Pharma content etc. 
 

Increased Business Agility 

 Flexibly scale up and down to keep pace with business 
growth and change. 

 Drive innovation and productivity through rapid 
response times and speed-to-market by supporting 
anytime, anywhere access. 

 Free up internal resources from escalation support 
work for other high-value projects. 
 

Cloud-based Dashboard 

Decrease valuable time spent on managing and supporting 
infrastructure with easy-to-use Cloud-based controls. The 
dashboard is the web UI interface that allows you to 
perform periodic scans, customize monitoring settings such 
as report notification, initiate a re-scan request, view scan 
reports, contact support team and more. It is easy to use, 
accessible from anywhere, no installation needed. It saves 
your time, and it does not require specialized knowledge to 
manage it. 

Choose your environment 

 A single, shared managed platform with tightly 
controlled segregated applications to meet the 
customized integration, security and governance needs 

of your business. Available as Software (On Premise) or 
Online (Hosted).  

 
 A flexible service approach which means we can host 

the solution on your end or use our facilities and 
integrate with your infrastructure and services.  

 
 A fully managed service that we operate and maintain 

to accelerate speed to market, lower costs and risks. 
Integrated self-service detection and remediation 
systems that give you full control over your 
environment.  

Platform independent 

THREAT SIGN! supports any type of a web site platform 
such as WordPress, Joomla, vBulletin, Magento, Drupal, 
Bootstrap, custom HTML and etc... 
 
 

Customer Benefits 

Reputation monitoring 

Your customers’ reputation is vital to their success. 
THREAT SIGN! alerting service ensures the report is 
emailed and the dashboard reflects the scan results 
immediately. Address any potential security issues faster in 
order to avoid further damage such as infecting website 
users and blacklisting by search engines such as Google, 
Bing and Yahoo in their search results. 

Scanning 

THREAT SIGN! implements both outside-in & inside-out 
scanning which are essential for precise results: 
1. External scan engine works totally from the outside 

probing and analyzing the same web pages that your 
customers see. 

2. Internal scan engine scans a website internals and flags 
known and unknown malware as well as security 
anomalies due to non-signature based and heuristic 
technology developed in house.  

Trusted Security Seal 

Web sites that pass reputation scanning can display the 
Website Anti-Malware Scan seal to maintain credibility and 
trust in the minds of their visitors. 
 

Contact Information 

 
Quttera, Ltd 
 

P(US): +1 (323) 540-5642 

P(IL): +972 (0) 337-413-04 

Website: www.quttera.com 
Blog: blog.quttera.com  
Support: helpdesk.quttera.com 
Twitter: twitter.com/quttera 
Facebook: www.facebook.com/Quttera 
LinkedIN: www.linkedin.com/company/quttera 
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